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“l Know a Lot about Hacking,” and Other Security

Concerns

I used to consider myself a hacker,
but that was decades ago when the
term referred to programmers who
could do interesting things with com-
puters. These days hacking is all about
attacking computer systems, usually
doing something bad or nefarious
rather than constructive and inventive.

Those of us who have taken up pro-
gramming as a job know both the joys
and horrors of computers and soft-
ware. Most will also understand the
difficulty of explaining the possibilities
and limitations of software to those
without outside of the industry. To
many of those individuals, computers
and software are more like magic. And
while magic may be fine for fiction, too
many things that happen on shows
like “NCIS” are thought to be closer to
reality than fantasy by those unedu-
cated in the underpinnings of com-
puters. Having NCIS hacking into the
CIA or other entities to get informa-
tion needed to capture its target is not
something that can be done, nor
would we really want it to happen.

Jan 23, 2017by William Wong in alt.embedded

I tend to cringe when I hear things like
President Donald Trump saying “I
know a lot about hacking and hacking
is a very hard thing to prove.” The
comment is actually about proving
who did hacking related to the U.S.
election and the Democratic National
Committee’s e-mail. This discussion
will continue to play out on the na-
tional stage, but there are implications
for those dealing with embedded sys-
tems and the Internet of Things (IoT)
that we talk about here at Electronic
Design.

In particular, the follow-on comments
that “no computer is safe,” and recom-
mending the use of couriers for secure
communication, flies in the face of
emerging technologies from smart
buildings to self-driving cars and its
smart city infrastructure . Using hu-
man couriers for those is a bit imprac-
tical, and it is obviously counter to the
purpose of these 10T applications. It
also highlights a misunderstanding of
computer security and the state of
computer affairs.

The problem is that the discussion is
quite complex, with many issues and
facts. It is also true that there isn’t just
one type of computer environment in
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this discussion. Just try explain-
ing something simple to someone
like why a Distributed Denial of
Service (DDOS) swarm of com-
puters is hard to prevent, detect,
and disarm; why there is more than
one of these on the internet; and
what this means for billions of IoT
devices.
Even the security differences be-
tween smartphones, tablets, and
PCs are major, and they are just a
fraction of the environment. Re-
member, each of these has different
operating systems, methods of up-
dates, and distribution of software.
All this is related to security.
So will all this rhetoric make any
difference to that embedded system
you are working on? Will make jus-
tification of security support easier
or harder? Given the potential po-
litical trend toward deregulation,
will security be something that falls
to the wayside? Will protection of
content be limited to multimedia
via HDMI?
We like to think that much of our
work can be done in relative isola-
tion when developing a product for
a specific purpose. It was less com-
mon in the past that a device could
be used for a much different pur-
pose than what it was originally de-
signed for. That will not be the case
with IoT devices, simply because of
their programmability and connec-
tivity. Preventing an attack on a de-
vice is only part of the discussion,
since the actual attack surface can
be quite large: An IoT device’s sur-
face includes related devices and
services such as gateways and cloud
services.
It is much easier to talk about secu-
rity specifics from secure boot to
self-encrypting drives (SED) that it
is to discuss policy and user under-
standing. We will continue to con-
centrate on the former, but we can’t
overlook the latter.
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EL PASO, TX  SBE CHAPTER 38 MEETING MINUTE

DATE 02/14/2017 LOCATION: COMO’S ITALIAN REST.

MEETING CALLED TO ORDER: 12:30 PM, BY ANTONIO CASTRO.
THERE WERE 11 ATTENDANTS.

REPORT OF THE SECRETARY: MINUTES IN THE DECEMBER NEWS-
LETTER ACCEPTED BY LAWRENCE MONTENEGRO, SECONDED BY
GLENN LEFFLER.

REPORT OF THE TREASURER: §$ 5,046.89 IN THE BANK. ACCEPTED
BY GLENN LEFFLER, SECONDED BY WARREN REEVES.

REPORT OF THE CERTIFICATION COMMITTEE: NO REPORT.
REPORT OF THE MEMBERSHIP COMMITTEE: NO REPORT.

REPORT OF THE FREQUENCY COORDINATOR COMMITTEE: NO
REPORT.

REPORT OF THE SCHOLARSHIP COMMITTEE: NO REPORT.

REPORT OF THE WEBSITE COMMITTEE: 2123 HITS LAST TIME, NOW
2155.(18).

REPORT OF THE EAS CHAIRMAN: KLAQ LOST NEW MEXICO
MONTHLY TEST, WERE NOT RECEIVED AND NOT RELAYED

REPORT OF THE PROGRAM COMMITTEE: WARREN REEVES TO DO A
PRESENTATION IN MARCH. REQUESTED TO THE CHAPTER MEMBERS
TO HELP IN GETTING PRESENTERS.

UNFINISHED BUSINESS: TO RE-SEND THE WEBMINAR CODE TO
THE MEMBERS.

NEW BUSINESS OR ANY ITEMS FOR THE CHAPTER INTERES:
TO UPDATE THE FACEBOOK PAGE. OWEN SMITH TO PROVIDE LINE
UP EL PASO-JUAREZ TV STATIONS LIST.

NEXT MEETING DATE AND LOCATION: MARCH 21, 2017, TIME :
12:00 PM. PLACE: KFOX-TV/KDBC-TV BUILDING.

MEETING ADJOURNED: AT 12:54 PM.

INVOICES FOR THIS YEAR
MEMBERSHIPS WERE SENT
AND DELIVERED. | YOU HAVE
NOT PAID, BRING $$ TO THE
NEXT MEETING. !
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The month of February, we had our
chapter meeting at the COMO ’ S ltalian
Restaurant.

We discussed several issues for the
year.

For this month of March, we do have a
presentation, and the presenter this time
is our own WARREN REEVES with a
special subject. Meeting will take place
at the KFOXTV/ KDBCTV building.

BRUNO CRUZ , will host the meeting.

We do not meet in the second Tuesday
in this month because of the spring brake,
so we moved to MARCH 21, 2017 @
12:00 PM.

LET *S HAVE LUNCH
PLEASE ATTEND !!ll
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