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KASPERSKY SAYS NEW ZERO-DAY 
MALWARE HIT Iphones including its own 

 THE MOSCOW-BASED CYBER-
SECURITY  firm Kaspersky has made 
headlines for years by exposing          
sophisticated hacking by Russian and 
Western state-sponsored cyberspies 
alike. Now it’s exposing a stealthy new 
intrusion campaign where Kaspersky  
itself was a target. 
In a report published today, Kaspersky 
said that at the beginning of the year, it 
detected targeted attacks against a 
group of iPhones after analyzing the 
company’s own corporate network traffic.          
The campaign, which the researchers 
call Operation Triangulation and say is 
“ongoing,” appears to date back to 2019 
and utilized multiple vulnerabilities in   
Apple’s iOS mobile operating system to 
let attackers take control of victim        
devices. 
Kaspersky says the attack chain utilized 
“zero-click” exploitation to compromise 
targets’ devices by simply sending a  
specially crafted message to victims over 
Apple’s iMessage service. Victims       
received the message, which included a 
malicious attachment, and exploitation 
would begin whether victims opened the 
message and inspected the attachment 
or not. Then the attack would chain     
together multiple vulnerabilities to give 
the hackers deeper and deeper access 
to the target’s device. And the final    
malware payload would automatically 
download to the victim’s device before 
the original malicious message and     
attachment self-deleted. 
Kaspersky’s revelation of the new iOS 
hacking campaign comes on the same 
day that Russia’s FSB intelligence      
service separately announced a claim 
that the US National Security Agency has 
hacked thousands of Russians’ phones. 

Even more remarkably, the FSB claimed 
that Apple had participated in that broad 
hacking of iOS devices, willingly         
providing vulnerabilities to the NSA to 
exploit in its spying operations. 
Apple said in a statement to WIRED, “We 
have never worked with any government 
to insert a backdoor into any Apple   
product and never will.” 
When asked about Kaspersky’s report, 
an Apple spokesperson noted that the 
findings only appear to pertain to 
iPhones running iOS version 15.7 and 
below. The current version of iOS is 16.5. 
Kaspersky says that the malware it     
discovered cannot persist on a device 
once it is rebooted, but the researchers 
say they saw evidence of reinfection in 
some cases. The exact nature of the   
vulnerabilities used in the exploit chain 
remains unclear, though Kaspersky says 
that one of the flaws was likely the kernel 
extension vulnerability CVE-2022-46690 
that Apple patched in December.  
Zero-click vulnerabilities can exist on any 
platform, but in recent years, attackers 
and spyware vendors have focused on 
finding these flaws in Apple’s iOS, often 
in iMessage, and exploiting them to 
launch targeted attacks on iPhones. This 
is partly because services like iMessage 
present unusually fertile ground within 
iOS for discovering vulnerabilities, but 
also because attacks on iOS devices 
with this approach are often very difficult 
for victims to detect. 
“Kaspersky, arguably one of the best   
exploit detection companies in the world, 
was potentially hacked via an iOS zero-
day for five years, and it was only        
discovered now,” says longtime macOS 
and iOS security researcher Patrick 
Wardle. “That shows how ridiculously 
hard it is to detect these exploits and  
attacks.” 

   On the same day, Russia’s FSB intelligence service 
launched wild claims of NSA and Apple hacking thousands 
of Russians. 

https://www.wired.com/2012/07/ff-kaspersky/
https://www.wired.com/2012/07/ff-kaspersky/
https://securelist.com/operation-triangulation/109842/
https://support.apple.com/en-us/HT213532
https://www.wired.com/story/sneaky-zero-click-attacks-hidden-menace/
https://www.wired.com/story/apple-imessage-zero-click-hacks/
https://www.wired.com/story/apple-imessage-zero-click-hacks/
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  In their report, the Kaspersky         
researchers point out that one of the 
reasons for this difficulty is iOS’s 
locked-down design, which makes it 
very tough to inspect the operating 
system’s activity. 
 
“The security of iOS, once breached, 
makes it really challenging to detect 
these attacks,” says Wardle, who was 
formerly an NSA staffer. At the same 
time, he adds that attackers would 
need to assume any brazen campaign 
to target Kaspersky would eventually 
be discovered. “In my opinion, this 
would be sloppy for an NSA attack,” 
he says. “But it shows that either 
hacking Kaspersky was incredibly 
valuable for the attacker or that     
whoever this was likely has other iOS 
zero days as well. If you only have 
one exploit, you’re not going to risk 
your only iOS remote attack to hack 
Kaspersky.” 
   The NSA declined WIRED’s request 
for comment on either the FSB       
announcement or Kaspersky’s       
findings. 
         With the release of iOS 16 in          
September 2022, Apple introduced a 
special security setting for the mobile 
operating system known as Lockdown 
Mode that intentionally restricts       
usability and access to features that 
can be porous within services 
like iMessage and Apple’s WebKit. It 
is not known whether Lockdown Mode 
would have prevented the attacks 
Kaspersky observed. 
 
The Russian government’s purported 
discovery of Apple’s collusion with US 
intelligence “testifies to the close    
cooperation of the American company 
Apple with the national intelligence 
community, in particular the US NSA, 
and confirms that the declared policy 
of ensuring the confidentiality of     
personal data of users of Apple   
evices is not true,” claims an FSB 

statement, which adds that it would 

allow the NSA and “partners in       
anti-Russian activities” to target “any 
person of interest to the White House,” 
as well as US citizens. 
 

https://www.wired.com/story/apple-ios-16-safety-check-lockdown-mode/
https://www.wired.com/story/ios-security-imessage-safari/
http://www.fsb.ru/fsb/press/message/single.htm!id%3D10439739%40fsbMessage.html
http://www.fsb.ru/fsb/press/message/single.htm!id%3D10439739%40fsbMessage.html
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  MEET OUR NEW CHAPTER MEMBER 

               IAN PETER LEWIS  
                             See page 6 for bio and info.. 

EL PASO, TX       SBE CHAPTER 38      MEETING MINUTE 

 

DATE   5/9/2023        LOCATION: COMO’S ITALIAN REST. 
 

MEETING CALLED TO ORDER: 12:13 PM , BY ANTONIO CASTRO. WE 

WERE   7 (SEVEN) ATTENDANTS 

 

REPORT OF THE SECRETARY:  MINUTES IN THE  MAY NEWSLETTER. 

ACCEPTED BY  MICHAEL RIVIERA, SECONDED BY BRUNO CRUZ. 

 

REPORT OF THE TREASURER:  $ 5,041.05 IN THE BANK   ACCEPTED BY 

NORBERT MILES, SECONDED BY WALTER HANTHORN. 

 

REPORT OF THE CERTIFICATION COMMITTEE: NO REPORT 

 

REPORT OF THE MEMBERSHIP COMMITTEE:   GLENN LEFFLER WAIT-

ING FOR KELP OWNER  IN ORDER TO RENEW THEIR  MEMBERSHIP.  

WARREN REEVES WILL ASK TO “ZARCO ELECTRONICS” TO BE A MEM-

BER.  . 

 

REPORT OF THE FREQUENCY COORDINATOR COMMITTEE:  NO 

NOISE IN THE CLEAR SPECTRUM…..NO REPORT.      

 

REPORT OF THE SCHOLARSHIP COMMITTEE NO REPORT. 

 

REPORT OF THE WEBSITE COMMITTEE:  NOW 4375 VS. 4293 EQUAL  82 

HITS.  POSTED THE ENNES WORKSHOP FLYER. TO POST THE NEXT 

BEST THING FLYER. 

 

REPORT OF THE EAS CHAIRMAN: TEXAS  MONTHLY TEST  WAS FINE. 

NEW MEXICO FAIL TO DO MONTHLY TEST BECAUSE NO OPERATOR 

AT KKOB IN ALBUQUERQUE,  NM.. 

   
REPORT OF THE PROGRAM COMMITTEE:  BRUNO CRUZ WILL LOCK 

FOR SOMEBODY. 

 

NEW BUSINESS OR ANY ITEMS FOR THE CHAPTER INTEREST : UP-

DATE  “ENNES WORKSHOP” TO BE HOLD ON JUNE 9, 2023. WINDHAM 

AIRPORT HOTEL. 

 

OTHER. THE NEXT BEST THING TOUR WILL DISPLAY IN JUNE 15 AT 

THE KVIA-TV PARKING LOT.  

 

NEXT  MEETING  DATE AND LOCATION: JUNE THE 15th .AT THE KVIA-

TV PARKING LOT. 

 

  

MEETING ADJOURNED: AT 12:36 PM 
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   FOR THE MONTH OF MAY, WE HAD  
OUR MEETING FACE TO FACE, IN 
PERSON, NO PRESENTATION, NOTH-
ING TO CELEBRATE !!! 
 
WE MET AT THE ITALIAN RESTAURANT 
COMO’S 
  
  

————————————————— 

OUR JUNE MEETING WILL TAKE 
PLACE ALONG WITH THE NEXT BEST 
THING TOUR SHOW. 

WHEN:       JUNE 15 THURSDAY.  

WHERE:      KVIA TV PARKNG LOT. 

TIME:     11 AM TO 2 PM. 

PIZZA “ENGINEER”, DRINKS AND 
TREATS WILL BE PROVIDED. 

BUT BEFORE, REMEMBER THAT THE 
“ENNES WORKSHOP” WILL BE THIS 
WEEK. IF NOT REGISTERED, YOU CAN   

BE A WALK-IN. THIS IS AN EDUCATION 

EVENT SPONSORED PARTIALY BY 

OUR CHAPTER. IT IS A MUST GO !!!   
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            The FSB statement wasn’t accompanied by any technical details of the 
described NSA spy campaign, or any evidence that Apple colluded in it. 
 
          Apple has historically resisted pressure to provide a “backdoor” or other 
vulnerability to US law enforcement or intelligence agencies. That stance was 
demonstrated most publicly in Apple’s high-profile 2016 showdown with the 
FBI over the bureau’s demand that Apple assist in the decryption of an iPhone 
used by San Bernadino mass shooter Syed Rizwan Farook. The standoff only 
ended when the FBI found its own method of accessing the iPhone’s storage with 
the help of Australian cybersecurity firm Azimuth. 
 
            Despite its announcement coming on the same day as the FSB’s claims, 
Kaspersky has so far made no claims that the Operation Triangulation hackers 
who targeted the company were working on behalf of the NSA. Nor has the       
cybersecurity firm attributed the hacking to the Equation Group, Kaspersky’s 
name for the state-sponsored hackers it has previously tied to highly                 
sophisticated malware, including Stuxnet and Duqu, tools widely believed to have 
been created and deployed by the NSA and US allies. 
Kaspersky did say in a statement to WIRED that, “Given the sophistication of the 
cyberespionage campaign and the complexity of analysis of the iOS platform,   
further research will surely reveal more details on the matter.” 
    US intelligence agencies and US allies would, of course, have plenty of reason 
to want to look over Kaspersky’s shoulder. Aside from years of warnings from the 
US government that Kaspersky has ties to the Russian government, the         
company’s researchers have long demonstrated their willingness to track and   
expose hacking campaigns conducted by Western governments that Western   
cybersecurity firms don’t. In 2015, in fact, Kaspersky revealed that its own        
network had been breached by hackers who used a variant of the Duqu malware, 
suggesting a link to the Equation Group—and thus potentially the NSA. 

       That history, combined with the sophistication of the malware that targeted 
Kaspersky, suggests that as wild as the FSB’s claims may be, there’s good      
reason to imagine that Kaspersky’s intruders could have ties to a government. But 
if you hack one of the world’s most prolific trackers of state-sponsored hackers   
—even with seamless, tough-to-detect iPhone malware—you can expect, sooner 
or later, to get caught. 
 
 

 BY LILY HAY NEWMAN AND ANDY GREENBERG 

https://www.wired.com/story/the-time-tim-cook-stood-his-ground-against-fbi/
https://www.wired.com/story/the-time-tim-cook-stood-his-ground-against-fbi/
https://www.washingtonpost.com/technology/2021/04/14/azimuth-san-bernardino-apple-iphone-fbi/
https://www.reuters.com/technology/exclusive-us-warned-firms-about-russias-kaspersky-software-day-after-invasion-2022-03-31/
https://www.reuters.com/technology/exclusive-us-warned-firms-about-russias-kaspersky-software-day-after-invasion-2022-03-31/
https://www.wired.com/2015/02/kapersky-discovers-equation-group/
https://www.wired.com/2015/02/kapersky-discovers-equation-group/
https://www.wired.com/story/router-hacking-slingshot-spy-operation-compromised-more-than-100-targets/
https://cyberscoop.com/kaspersky-slingshot-isis-operation-socom-five-eyes/
https://www.wired.com/2015/06/kaspersky-finds-new-nation-state-attack-network/
https://www.wired.com/2015/06/kaspersky-finds-new-nation-state-attack-network/
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 MEET THE NEW CHAPTER 38 MEMBER:      IAN PETER LEWIS 

 

 

 

 

 

 

 

    

 

 

 

Here is a short bio: Born in Massachusetts, I have been living in  

Marfa since 2014. I'm a filmmaker and radio producer, but got  

into the technical side of broadcast radio in 2016 and became 

 the engineer at Marfa Public Radio. I now work with fellow  

Chapter #38 member Will Floyd, providing servicing and  

consultation for radio stations with our company Field Effect. 

 I play pickup soccer wherever I can and support Liverpool FC.   

 

 

 

Member number:# 35685 

Chapter: El Paso (38) 
Member Since: December 8, 2012 

  
 
 

Contact Information 
  

PO Box 404 
Marfa, TX 79843 USA 

  
Primary Phone: (781) 987-4206 

  
E-mail:    ianpeterlewis@gmail.com 

 

https://sbe.org/cgi-bin/(505)%20570-4666

