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Al-Generated Fake News

Targeted, Al-generated political misinformation is already out there—and hu-

mans are folling for it.

SANDER VAN DER LINDEN, IDEAS

Many years before ChatGPT was
released, my research group, the
University of Cambridge Social Decision-
Making Laboratory, wondered whether it
was possible to have neural networks
generate misinformation. To achieve
this, we trained ChatGPT’s predecessor,
GPT-2, on examples of popular
conspiracy theories and then asked it to
generate fake news for us. It gave us
thousands of misleading but plausible-
sounding news stories. A few examples:
“Certain Vaccines Are Loaded With
Dangerous Chemicals and Toxins,” and
“Government Officials Have Manipulated
Stock Prices to Hide Scandals.” The
question was, would anyone believe
these claims?

We created the first psychometric tool to
test this hypothesis, which we called the
Misinformation Susceptibility Test
(MIST). In collaboration with YouGov, we
used the Al-generated headlines to test
how susceptible Americans are to Al-
generated fake news. The results were
concerning: 41 percent of Americans
incorrectly thought the vaccine headline
was true, and 46 percent thought the
government was manipulating the stock
market. Another recent study, published
in the journal Science, showed not only
that GPT-3 produces more compelling
disinformation than humans, but also
that people cannot reliably distinguish
between human and Al-generated
misinformation.

My prediction for 2024 is that Al-
generated misinformation will be coming
to an election near you, and you likely
won’t even realize it. In fact, you may

have already been exposed to some
examples. In May of 2023, a viral

fake story about a bombing at the
Pentagon was accompanied by an
Al-generated image which showed a big
cloud of smoke. This caused public
uproar and even a dip in the stock
market. Republican presidential
candidate Ron DeSantis used fake
images of Donald Trump hugging
Anthony Fauci as part of his political
campaign. By mixing real and Al-
generated images, politicians can blur
the lines between fact and fiction, and
use Al to boost their political attacks.
Before the explosion of generative Al,
cyber-propaganda firms around the
world needed to write misleading
messages themselves, and employ
human troll factories to target people
at-scale. With the assistance of Al, the
process of generating misleading news
headlines can be automated and
weaponized with minimal human
intervention. For example, micro-
targeting—the practice of targeting
people with messages based on digital
trace data, such as their Facebook
likes—was already a concern in past
elections, despite its main obstacle being
the need to generate hundreds of
variants of the same message to see
what works on a given group of people.
What was once labor-intensive and
expensive is now cheap and readily
available with no barrier to entry. Al has
effectively democratized the creation of
disinformation:
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https://link.springer.com/article/10.3758/s13428-023-02124-2
https://today.yougov.com/topics/politics/articles-reports/2023/06/29/americans-distinguish-real-fake-news-headline-poll
https://www.science.org/doi/10.1126/sciadv.adh1850
https://factcheck.afp.com/doc.afp.com.33FV4BU
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https://factcheck.afp.com/doc.afp.com.33H928Z
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Anyone with access to a chatbot
can now seed the model on a
particular topic, whether it’s
immigration, gun control, climate
change, or LGBTQ+ issues,
and generate dozens of highly
convincing fake news stories in
minutes. In fact, hundreds of Al-
generated news sites are already

popping up, propagating false stories
and videos.

To test the impact of such Al-
generated disinformation on people’s
political preferences, researchers from
the University of Amsterdam created a
deepfake video of a politician
offending his religious voter base. For
example, in the video the politician
joked: “As Christ would say, don’t
crucify me for it.” The researchers
found that religious Christian voters
who watched the deepfake video had
more negative attitudes toward the
politician than those in the control

group.

It is one thing to dupe people with Al-
generated disinformation in
experiments. It’s another to
experiment with our democracy. In
2024, we will see more deepfakes,
voice cloning, identity manipulation,
and Al-produced fake news. Govern-
ments will seriously limit—if not
ban—the use of Al in political
campaigns. Because if they don't, Al
will undermine democratic elections.
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EL PASO, TX  SBE CHAPTER 38 MEETING MINUTE

DATE 01/09/2024 LOCATION: ZOOM ANTONIO’S

MEETING CALLED TO ORDER: 10:55 AM, BY ANTONIO CASTRO. WE
WERE 14 (FOURTEEN) ATTENDANTS

REPORT OF THE SECRETARY: MINUTES ON JANUARY 2024
NEWSLETTER. ACCEPTED BY DAVID GRICE, SECONDED BY DAVID
HALPERIN.

REPORT OF THE TREASURER: $2,25991 IN THE BANK. ACCEPTED
BY MICHAEL RIVERA, SECONDED BY MARIO JIMENEZ.

\REPORT OF THE CERTIFICATION COMMITTEE: MICHAEL RIVERA IN
THE PROCESS TO GET CBNT CERTIFIED.

REPORT OF THE MEMBERSHIP COMMITTEE: ELIAS VENTANILLA
TO INVITE “TELEMUNDO 48” AS SUSTAINING MEMBER.

REPORT OF THE FREQUENCY COORDINATOR COMMITTEE: SUNBOWL
DIDN’T REQUEST THE USE OF FREQUENCIES

REPORT OF THE SCHOLARSHIP COMMITTEE: TO BE DEFINED IN TWO
MONTHS.

REPORT OF THE WEBSITE COMMITTEE: NOW 4788 VS. 4748 EQUAL 40
HITS.

REPORT OF THE EAS CHAIRMAN: TEXAS AND NEW MEXICO
MONTHLY TESTS CAME FINE NEW MEXICO TEST WAS TOO LOUD.,

REPORT OF THE PROGRAM COMMITTEE: NO REPORT.

NEW BUSINESS OR ANY ITEMS FOR THE CHAPTER INTEREST ::
NONE.

OTHER. NONE

NEXT MEETING DATE AND LOCATION: FEBRUARY THE 13th. TIME
AND PLACE T.B.D.

MEETING ADJOURNED: AT 11:26 AM.

We thank to those that already cover

their membership feees. Way to go !!
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